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ID THEFT CRIMINALS TARGET WOODLAND 
RESIDENTS 

WOODLAND, CALIFORNIA 
Woodland P.D. Case Number(s): 03-4825 

 
Two separate and unrelated identity theft scams surfaced in Woodland today.  The first is a 
phone scam where the caller identified himself as a representative of the “National Security 
Council.”  The second is a fraudulent lotto prize notification, purporting to be from the 
International Lotto Commission in Madrid, Spain. 
 
In the first scam, a man telephoned two Woodland residents saying he was calling in response 
to an extreme national security need.  He was quite insistent about obtaining their personal 
information and intimated that they needed to cooperate because terrorists had possibly 
already utilized their identity.  Both victims said he sounded very official. 
 
One elderly lady cooperated and gave the caller her social security number, date of birth, bank 
account numbers and other personal and identifying information.  The second resident did not 
divulge any information and immediately called the police. 
 
The second resident reported she was given an 800 number, which the man said was the 
agency’s toll free hot line.  However, the resident’s caller ID showed a different number, 
which made her very suspicious.  The 800 number was found to be for a floral delivery 
service in Louisiana and the number on her caller ID was a public telephone.  The floral 
company is cooperating in the investigation by having their operators advise any victims who 
may call their company to immediately contact their local law enforcement agency. 
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In the second scam, the intended victim received an official looking letter from Spain, with 
Spanish postage and return address.  The letter advised him that he had won an amount in 
excess of $900,000 in the “El Gordo De La Primitiva Super” lotto drawing. The letter advised 
he only had until “30th September 2003” to claim his funds and cautioned him to keep the 
notification “strictly confidential until your funds have been remitted to your designated bank 
account.” 
 
Enclosed with the letter was a “Payment Processing Form” with a heading of “santalucia” in 
bold letters.  This clever form offered payment options of a bank transfer, bank cheque, or 
cash.  The detailed personal information requested on the form, included bank information, 
next of kin, and a power of attorney declaration.  The information on this form would not only 
allow the scam artists to clean out the intended victim’s bank accounts, but could possibly 
give them the authority to place liens against real property owned by the victim.   
 
Although this particular letter was in English, it is suspected that this same scam will also be 
perpetrated in Spanish to target the Hispanic population. 
 
Anyone receiving an unsolicited letter or phone call requesting personal information is 
advised to contact their local law enforcement agency immediately.  DO NOT GIVE YOUR 
CONFIDENTIAL AND PERSONAL INFORMATION TO ANYONE WHO TELEPHONES 
OR WRITES YOU CLAIMING TO BE FROM YOUR BANK, UTILITY COMPANY, 
CREDIT CARD COMPANY, OR THE GOVERNMENT.  Your bank or credit card company 
will not call you asking for your social security number, date of birth, next of kin, or bank 
numbers.  If you call them, they will of course ask you for certain identifying information to 
confirm you have the right to any information you are requesting. 
 
If you believe you are a victim of an identity theft scam, be sure to also notify your bank and 
the major credit bureaus: Equifax Credit Bureau, 1-800-525-6285; Experian Informatin 
Solutions (formerly TRW) 1-888-397-3742; TransUnion Credit Bureau, 1-800-680-7289.  It 
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is also a good idea to regularly order a copy of your credit report to confirm no one has 
obtained credit in your name, or issued you unsolicited credit cards. 


